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I. INTRODUCTION

Verifying a customer in a business transaction has always
been a concern. However, until very recently, this procedure
was a low-tech, straight-forward process based on the
officially authorized documents ensuring a customer’s
validity and legitimacy. Changing the old-fashioned methods
of conducting business, including the development and
growth of cross-border transaction mechanisms and use
of cryptocurrencies, as well as rising financial crimes and
monetary flows linked to terrorist activities expose potential
risks to any business relationship. This requires individuals
and entities to identify malignant actors in the global financial
system and mitigate the inherent risks associated with entering
a new business transaction by undertaking due diligence on
their customers. Due diligence procedure comprises an in-
depth analysis of the customer, the nature of the business,
and the respective assets to be used in the transaction,
whilst assessing their compliance with relevant regulations,
including the anti-money laundering (AML) compliance laws,
combating the financing of terrorism (CFT) regulations, and
any applicable sanctions regimes. The due diligence ought to
validate a client’s legitimacy by cross-checking the submitted
information with official bodies and databases.

However, this level of due diligence does not always represent
a risk-averse enough license to enter into a business
relationship. Therefore, extreme caution should be exercised
wheninteractingwithindividuals orcompanieswith a potentially
negativetrackrecord, includingtherisk of engaginginactivities
that may be illegal or subject to certain sanctions regimes.
The enhanced due diligence (EDD) procedures are designed
to improve the security of any business relationship when a
high-risk profile customer is involved. These ‘Guidelines’
aim to highlight a number of key elements in the EDD
process and make practical recommendations that could be
implemented by the businesses in mitigation of inherent risk,
to make the whole process more efficient and cost-effective.

Due diligence
procedure comprises
an in-depth analysis
of the customer,

the nature of the
business, and the
respective assets to
be used in the
transaction whilst
assessing their
compliance with
relevant regulations.



II. ENHANCED DUE DILIGENCE

The due diligence has a preventive character with
the ultimate goal of exploring how a business or
financial institution can more accurately evaluate
and mitigate the overall exposures to inherent
risks associated with entering into new business
ventures. Knowing Your Customer (KYC) is the
starting block in the due diligence process. It
intends that the company is fully conversant
with the associated parties, the nature of their
business, and the particular policies or regulations
applicable to their activities place of business.
The company would then undertake further steps
to ensure that counterparties fully comply with
AML rules, CFT requirements, and any applicable
sanction provisions. In the event the due diligence
is sufficiently undertaken, as prescribed by the
respective national or international laws, the
company will almost certainly bear less risk,
and at the very least, it will be more confident in
proceeding with the potential transaction.

When it comes down to potential high-risk customers,
many legal entities prefer to evade such potential
risks altogether by refusing to consider entering
into such a business relationship. This hesitant
approach may rule out an ever-growing number
of business opportunities. Nevertheless, there
do exist companies that choose to engage in a
business relationship with high-risk customers
by securing their business and reducing the
associated risk through the appropriate degree of
due diligence before commencing any associated
transactions. Once higher risks are flagged, a
company has no choice but to undertake an
enhanced version of the necessary due diligence,
EDD, before continuing with the transaction.

EDD is arisk-based evaluation procedure, in which,
proportionality is an absolute necessity, and where
the nature of each business relationship and each
client’s risk profile must be taken into account. The
EDD has been encouraged by the Financial Action
Task Force (FATF) as the leading international
agency combating money-laundering in the world.
With the emphasis on the existence and extent
of a potential risk, implementing an appropriate
EDD allows companies to best protect themselves
without losing potential business opportunities
by ensuring that their business objectives align
with the potential risk(s) they face.

“The amount and type of information
obtained, and the extent to which this
information is verified, must be
increased where the risk associated
with the business relationship is
higher. ”

FATF



While it is essential to conduct relevant EDD measures
before entering into a business relationship, it
is worth noting that it is not enough to complete
the investigation once and be done with it. If
the risk- mitigating strategy has been chosen,
the EDD, just like the DD measures, should be
followed by “risk- focused monitoring”. According
to the FATF, the intensity and frequency of such
monitoring measures vary depending on the
escalation of risks associated with the client. The
associated obligations for professional service
providers are ongoing and continue even if the
business relationship is terminated.

To proceed with an effective EDD, it is important
that companies follow the approach that best
suits their business, their customer, the potential
business relationship, and the regulatory authorities’
standards. Thus, any natural and legal persons
need to understand the extent of the regulation
applicable to their businesses, the associated level
of risk on their business, and the different stages
of an effectively executed EDD procedure. The
following sections will address these three issues.

III. REGULATIONS

Having a business relationship with a bad actor
may cause irreparable impacts on business
partners and may drive and support some of the
world’s worst crises, such as terrorism, sexual
exploitation, modern slavery, or smuggling.
Therefore, various regulations have been
adopted at the international, regional, and national
levels to oblige public and private sectors to act
responsibly in their business activities. These
regulations set guidelines for performing DD/
EDD procedure, establishing criteria to clarify
the high-risk customer, and protecting the global
financial infrastructure. Non-compliance with
these regulations may result in severe penalties,
including but not limited to, monetary fines and
temporary or permanent business restrictions.

Today, for businesses, compliance
is not an option, it is a must.

It is crucial for every business to know the laws
applicable to its business relationships and
design an efficient DD/EDD peocedure system to
comply with these regulations. Today, financial
rules and sanction regimes constitute the main
body of the policies governing the business and
financial relationships at the supernational level.



A. FINANCIAL REGULATIONS

Money laundering and terrorism financing are two central pillars of financial crimes. Most of
the intergovernmental financial regulations include anti-money laundering (AML) policies and
combating the financing of terrorism (CFT) policies.!

Money laundering is the illegal movement of black money, mostly connected to illicit activities
such as terrorism, human trafficking, and drug smuggling, in an attempt to hide its original
source. As such, AML and CFT compliance is an essential part of combating financial crimes. It
requires companies to perform salient background checks on their potential customers before
initiating any business relationship whilst continuously monitoring their monetary transactions
throughout the relationship.

Ultimately, the AML and CFT regulations are to be set and enforced on the national level. However,
the majority of national laws are based on principles adopted at the international or regional level,
in a global effort to synchronize a minimum regulatory standard for responsible nations. In the
following sections, the two most frequently utilized international and regional standards will be
briefly analyzed.

i. GLOBAL LEVEL: FATF

Financial Action Task Force (FATF) is an inter-governmental body established in 1989 to combat
money laundering, financing of terrorism, financing of proliferation of weapons of mass destruction,
and any other threats to the international financial system’s integrity.? FATF sets standards and
issues recommendations for countries to tackle criminal economic activities. To achieve its
ultimate objective, FATF also promotes the effective implementation of legal, regulatory, and
operational measures to screen, detect and combat any act which could be a threat against the
global financial system.®

Most of the contemporary national rules for combating financial crimes are primarily based on the
40 recommendations set out by FATF in 2012. These recommendations lay out a comprehensive
framework of procedures for the Member States to implement in their jurisdictions based on
their particular circumstances. However, their implementation can be quite different in various
jurisdictions due to each country’s diverse legal, financial, and operational infrastructure. The
differences include inconsistensy with definitions, requirements, risk assessment factors, and
access to information and contains variying states’ approach to penalties in effect for breach of
these regulations. Accordingly, in collaboration with other international and regional authorities,
FATF screens the implementation of these standards in countries, assesses the rules’ efficiency,
and provides guidelines on topics in need of fundamental improvements.

" For more reference materials on AML and CFT regulations see, https://www.imf.org/external/np/leg/amlcft/eng/aml4.htm
2 The Financial Action Task Force (FATF), https://www.fatf-gafi.org/about/

S FATF (2012 - 2020), ‘International Standards of Combating Money Laundering and the Financing of Terrorism & Proliferation’,
FATF, Paris, France, found at www.fatf.gafi.org/recommendations/html , last visited on 14 December 2020.



ii. REGIONAL LEVEL: EU

Anti-Money-Laundering Directives (AMLDS)

Based on the FATF Recommendations, the
European Union adopted Directives to prevent
misuse of the EU system and protect the Union
and the Member States’ financial system.
The first AML Directive was adopted in 1990.
The Directive was amended several times to
reflect the international standards’ most recent
developments and consecutively mitigate the
newly arisen risks. The 5th AML Directive is an
amendment to the provisions of the 4th AMLD
and has been wholly transposed into national
law by the Member States on 10 January 2020
(Directive EU 2018/843).*

The 5th AMLD imposes more obligations, raises
the minimum standards, and enhances the
number of customers and transactions which
need monitoring. In general, 5th AMLD obliges
European entities, including but not limited to
companies, financial sector operators, lawyers,
notaries, accountants, real states agents, and
casinos, to run customer due diligence/enhanced
due diligence procedures upon entering a
business relationship. Depending on the level
of risk posed by the customer, these procedures
could encompass:

a) Design an efficient DD/EDD mechanism for
each business;

b) Identify and KYC the customer business and
the UBO;

c) Screen customer financial transactions;

d) Monitor other business relationships of the
customer; and,

e) Report any suspicious activities to national
or European authorities.

The 5th AMLD introduces an updated set of
risk-factors to distinguish between low-risk and
high-risk customers. If a customer is associated
with a low-risk profile, a simplified customer due
diligence (SCDD) procedure may be applicable.
However, if a customer is identified as a high-risk
profile customer, the enhanced customer due
diligence (ECDD) must be performed to assess
and mitigate the risks involved in the business
relationship. At the national level, the Member
States’ competent authorities may set even more
severe restrictions about when to perform which
degree of due diligence. Still, these should not
flag below the minimal European standards as
adopted by the 5th AMLD.®

In 2018 the EU adopted the latest AML Directive,
the 6th AMLD, which has been transposed by
the Member States into their legislation on 3
December 2020. Unlike the previous version,
the 6th AMLD on “combating money laundering
by criminal law” is not an amendment, but
complementary legislation to the 4th AMLD.®
The 6th AMLD establishes minimum rules on
criminal offences, liability and punishment in
the area of money laundering to fill the gap in
enforcement of the AML rules throughout the EU.

European Union sets minimum
compliance standards for the
Member States.

4 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive (EU) 2015/849
on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing and amending
Directives 2009/138/EC and 2013/36/EU, came into force on 9 June 2018.

5 For more details about the EU Anti-Money Laundering and counter terrorist financing, see
https://ec.europa.eu/info/business-economy-euro/banking-and-finance/financial-supervision-and-risk-
management/anti-money-laundering-and-counter-terrorist-financing_en

6 Directive (EU) 2018/1673 of the European Parliament and of the Council of 23 October 2018 on combating money
laundering by criminal law, came into force on 3 December 2020.



B. SANCTION REGIMES

To maintain global peace, imposing restrictive measures, known as sanctions, are the most
commonly used way to compel a state, entity, or person to adjust their course of conduct that
may be considered undesirable behavior. The knock-on effect is to curtail their potential to
continue such behavior and/or prevent other countries/actors from following such undesirable
actions. In conducting an effective EDD, it is critical to ensure that a customer’s country of origin
or related parties, including UBOs, are not listed in any sanctions regime. To ensure compliance
for any business, it is essential to know which sanctions regime applies to that particular business
relationship, whether directly or indirectly. Sanctions can be imposed by the UN Security Council,
regional organizations such as the European Union (EU), or an individual state.

i. UN SANCTIONS

The United Nations (UN), through the United Nations Security Council,
has the authority to impose sanctions on states, organizations,
and groups in order to protect and restore international peace
and security. UN sanctions are not punitive in nature but are
intended to make changes in the policies or activities of the
targeted country, organization, entity, or individual that appear
on the UN sanctions lists.” Chapter VIl of the United Nations
Charter, namely Article 41, empowers the UN Security Council
to take action with a wide range of enforcement options that
do not involve the use of armed force. The extent of sanctions
varies depending on the objectives to be pursued by a particular
Security Council resolution.® However, sanctions can range
from broad economic and trade restrictive measures to more
specific targeted measures such as arms embargoes, travel
bans, and financial restrictions.

The UN Security Council has established 30 sanctions regimes
since 1966 intending to support the peaceful settlement of conflicts,
prevent unconstitutional change, combat terrorism, protect human
rights, and promote nuclear nonproliferation, of which 14 regimes
are still in force today. A key consideration to keep in mind is that
all UN Member States are bound by the measures, including
sanctions, adopted by the UN Security Council .

7 For more details about UN sanctions see, https://www.un.org/securitycouncil/sanctions/information
8 UN Charter, ‘Chapter VII: Action with Respect to Threats to the Peace, Breaches of the Peace and Acts of Aggression’
% For more details , https://www.un.org/securitycouncil/



ii. EU SANCTIONS

As arule, all UN Security Council sanctions are
promulgated by regional bodies, such as the
EU. The EU can also impose its own autonomous
sanctions independently of UN Security Council
measures. Sanctions are a standard EU foreign
and security policy instrument, directed against
non-EU states, organizations, and individuals.
The EU today has more than 40 sanctions regimes
aimed at maintaining international and Union peace
and security, preventing conflict, supporting the
rule of law and human rights, and responding
to any emerging crisis affecting the EU and its
Member States. EU restrictive measures are
non-punitive and typically include economic
restrictions, such as asset freezes, import and
export restrictions, and non-economic measures,
such as arms embargoes and travel bans.™

Compliance with all sanctions imposed by the
EU is obligatory for all EU Member States, entities
and individuals established and doing business
in the EU. Each Member State’s relevant national
authorities are responsible for ensuring full
compliance with EU sanctions in their respective
territories and imposing proportionate penalties
for non-compliance with EU sanctions.™

11i. NATIONAL SANCTIONS
(example of OFAC)

While unilateral sanctions are a matter of
concern under international law, certain states
nevertheless impose sanctions on other nations
without regard to UN and/or regional sanctions
frameworks. These unilateral sanctions typically
reflect a country’s own political agenda in terms
of strategy, national security, and foreign policy,
ranging from diplomatic sanctions to coercive
economic measures.

The US Treasury Department’s Office of Foreign
Assets Control (OFAC), as the financial intelligence
and enforcement arm, designs and imposes
economic and trade sanctions programs. These
restrictive measures are enforced in support
of US national security and foreign policy and
target geographic regions, countries, groups,
entities and individuals whose activities may
threaten US national security interests, such as
terrorist groups, narcotics traffickers, or groups
involved in the proliferation of weapons of mass
destruction.™

OFAC'’s sanction programs are quite dynamic
and can be either comprehensive or selective.
The comprehensive programs target individual
countries/governments and set broad trade-
restrictive measures. The selective programs
block specific individuals and entities listed in the
OFAC’s list of “Specially Designated Nationals
and Blocked Persons” (SDN) and may include
any companies owned or controlled by such
designated persons. OFAC’s sanctions regimes are
directly binding on all US citizens, US permanent
residents, US-based entities and their foreign
subsidiaries, and any person or entity located in
US territory. For specifically targeted programs,
OFAC may even seek indirect compliance with
the specified sanctions by foreign subsidiaries
owned or controlled by the specified US entities
and/or by foreign nationals in possession of US-
origin goods/services. Failure to comply may
result in monetary penalties of several million
dollars and possibly even US authorities’ judicial
actions against natural or legal persons that do
not comply with these sanctions.™

0 For more details see, https://ec.europa.eu/info/business-economy-euro/banking-and-finance/international- relations/

restrictive-measures-sanctions_en

EU Sanctions Map (last updated as of 10 December 2020) is available at https://www.sanctionsmap.eu/#/main last visited

on 14 December 2020.

2 See also, https://nhome.treasury.gov/policy-issues/office-of-foreign-assets-control-sanctions-programs-and- information
8 For more details about OFAC sanction lists see, https://sanctionssearch.ofac.treas.gov/



IV. HIGH-RISK BUSINESS RELATIONSHIPS

Risk management and KYC start with an awareness of who you are dealing with and assessing
the risk(s) associated with a particular transaction. The crucial step is to identify whether the
customer is a high-risk profile customer. When the initial risk assessment reveals that your existing
business partner or new customer poses a high-risk exposure, the enhanced due diligence
measures come into play.

In specific contexts, high-risk customers can be identified as explicitly having a high-risk profile
by the definition of laws and regulations, such as businesses located in the countries listed by
the EU 4th AMLD as high-risk countries.™

In other cases, however, particular circumstances, such as a lack of transparent business
background, may heighten the risk of adverse effects. In general, any customer falling into the
categories listed below can be categorized as a high-risk customer, and the EDD would have
to be followed. It is necessary to remember that they may be applicable local rules revolving
around the respective due diligence process, and awareness thereof would also be vital for a
risk-averse business relationship.

A. HIGH-RISK BUSINESSES

A business may be attributed a high-risk profile, because of a variety of reasons, such as but not
limited to, the nature of the industry it operates in, the sensitive product(s)/service(s) it provides,
or its complex corporate structure. The high-risk sectors are mainly characterized as those who
engage in certain activities or utilize financial products and services, where the risk of money
laundering, bribery, or other financial is higher. Some businesses are inherently risky due to the
nature of their products/services, such as companies involved in gambling or fintech. Other
sectors carry similarly higher risks, such as the real estate sector or private banking, where a
potential exchange of cash with unknown sources is possible. The potential complexities tied
to a company’s structure, such as businesses belong to and run by a family, also increase the
risk of their associated activities being linked to, cause, or contribute to activities detrimental to
a business relationship, such as money laundering activities.™

Nowadays, with the growth of cyberspace and expanding use of cryptocurrency, a wider group of
actors may seek to engage in illegal financial transactions linked to criminal activities. Thus, what
has been given as examples of high-risk businesses are built by virtue of very comprehensive
definitions and will always require regular updates alongside a case-by-case analysis.

4 Articles 9 and 18 (a), Fourth EU Anti-Money Laundering Directive (4AMLD), 2015, Directive 2015/849/EU.
8 Simon Ufer, ‘Caution x6’ (30 October 2019, BaFin — Federal Financial Supervisory Authority), found at https://www.bafin.
de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2019/fa_191021_NRA_en.html , last visited at 14 December 2020.



B. HIGH-RISK COUNTRIES

This category is rooted in a countries’ geographical risk factor, emphasizing the importance of
the place of residence, incorporation and, principal place of a business or that of an individual.
In some instances, the exact legal requirements automatically call for EDD once a customer is
located in a particular country/region. For example, as mentioned above, the 4th AMLD provides
a list of high-risk countries and requires an EDD procedure on any business relationship with
companies located in those countries.

C. HIGH-RISK INDIVIDUALS

In certain other cases, EDD may be required not because of a company’s geographical location,
but rather because of specific individuals involved in that business. The contemporary increase in
the frequency of international sanctions imposed on individuals and entities, and comprehensive
money laundering regulations, means that it is becoming more imperative to ensure that one
can fully identify all associated parties involved in a potential risky transaction. Certain special

cases are as follows:

i. HIGH-RISK ULTIMATE

BENEFICIAL OWNERS (UBOs)

In some cases, the due diligence assessment
cannot be completed merely by evaluating the
potential company as a customer. Indeed, some
regulations require EDD on ultimate beneficial
owner (UBO) of some companies, because of
the nature of their business, the product/service
they provide, or their place of residency. FATF
defines the UBOs as “the natural person(s) who
ultimately owns or controls a customer and/or the
natural person on whose behalf a transaction is
being conducted.”'” Accordingly, UBOs include
an individual or a group of persons who are the
beneficial owners or has effective control over the
business. For instance, the UBO of a legal entity
may be a person who holds a minimum interest
of 25% capital of the legal entity or exercises
25% or more of the company’s voting rights.

When analyzing the UBO requirements, the FATF
considers the EDD’s necessity, notably when a
business deals with foreign companies. In this
context, FATF states that: “The individual/legal
person is required to provide a comprehensive
set of information, including on the financial
standing of the foreign individual/legal person,
the ownership and control structure of the foreign
legal person, and copies of founding documents
and agreements regulating the powers to bind
the legal person. Certified documents by (the)
obliged party must be provided. The obliged
party is required to undertake enhanced CDD
and undertake a comprehensive screening
and verification of each applicant’s financial
background, ownership and control structure,
previous commercial activity, etc.”'®

6 The List has been updated in May 2020, available at https://ec.europa.eu/info/business-economy-euro/banking- and-
finance/financial-supervision-and-risk-management/anti-money-laundering-and-counter-terrorist-financing/eu- policy-high-
risk-third-countries_en

T FATF, International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation - the FATF
Recommendations, 2012.

8 FATF (2019), ‘Best Practices on Beneficial Ownership for Legal Persons’, FATF, Paris, France, Paragraph 92, found at www.
fatf-gafi.org/publications/documents/beneficial-ownership-legal-persons.html , last visited at 14 December 2020.



To recognize the UBOs, a company should
acquire the client company’s full credentials
to determine the full list of top management
employees. The ownership structure shall then
be followed to uncover the shareholders and
any legal or natural persons who hold either
direct or indirect interest in the company. The
UBOs will be identified by calculating each
individual’s total percentage of shares, interests,
and management control. Once the UBOs are
uncovered, all UBOs shall go through full KYC
check to ensure that they are not included in
any sanction regime and not banned by any
applicable financial regulations. Today, the
UBQO identification is usually assisted by novel
technologies and mechanisms, including but
not limited to, Artificial Intelligence (Al), Natural
Language Processing (NLP), and Optimal
Character Recognition (OCR).

it. POLITICALLY
EXPOSED PERSONS (PEPs)

Business entities are under a continuous obligation
to review their customers, both new, and current,
in order to identify any Politically Exposed Persons
(PEPs) involved in that business. FATF defines
a PEP as: “an individual who is or has been
entrusted with a prominent public function”.™

PEPs are risk-sensitive due to their position and
influence. While their political function could
cause a higher risk of involvement in financial
offences, such as money laundering, bribery,
corruption or terrorist financing, their public
role draws additional security to prevent any
potential accusation.

Individuals serving in a wide range of political
and public careers, including domestic or foreign
functions, in addition to people with a family or
social tie with persons holding affiliated positions,
are recognized as PEPs. Even when leaving
their public functions, the PEPs remain on the
list of high-risk profile customers for 12 months,
or aslong as it is perceived that the respective
PEP still presents potential risks to the business
relationship. However, it should be noted that the
extra risk assessment measures taken vis-a-vis
PEPs are merely of preventive nature.

O FATF (June 2013), ‘Politically Exposed Persons (Recommendations 12 and 22)", FATF, Paris, France, found at https://www.
fatf-gafi.org/media/fatf/documents/recommendations/Guidance-PEP-Rec12-22.pdf , last visited at 14 December 2020.



V. EDD PROCEDURE CHECKLIST

The ultimate goal behind running an EDD is to identify whether your high-risk profile customer
may adversely affect your business or not. All KYC and DD measures may vary on a case-by-
case basis. However, the enhanced due diligence procedure requires taking a few extra steps
to ensure an efficient risk assessment has been satisfied.

Several well-established criteria facilitate your customer’s evaluation and ensure that every
applicable regulation has been implemented. The more detailed and focused the EDD measures
are, the higher the odds of detecting any potential non-compliance so as to avert the well-
established risks associated with overseen transactions. The bulk of the EDD measures are
included in one of the following themes:

1. Know Your Customer; 2. Know the Fund & Financial Transactions; and 3. Know the Business
relationship.

1. KNOW YOUR CUSTOMER

- Review all business records, including articles of incorporation, partnership agreements, tax
registrations, and business certificates.

- Perform a background check on the legal entities to identify the ultimate business purpose and
intended nature of the business.

- Identify the full list of related parties to perform KYC procedures.

- Identify who the Ultimate Beneficial Owner (UBO) is to verify their background.

- Verify all related parties through global monitoring and sanctions lists, more specifically if they
are PEPs.

- Determine the corporate structure and identify any structural complexities.

- Identify the company’s geographic locations to determine which sanctions regime may apply.
- Screen for any adverse media about the client and any related stakeholders and, UBOs.

- Identify other business relationships the client may have.

- Comprehend and keep track of the customer’s clients.

- Screen for hidden liabilities.

- Clarify the local market reputation.

- Analyze compliance with applicable international, regional and national regulations.

- Verify that the company has a well-established AML policy.

20 The lists have been prepared using the FATF recommendations and a number of checklists for KYC/DD/EDD measures
advocated and published by a number of compliance experts and websites.



2. KNOW THE FUND
& FINANCIAL TRANSACTIONS

- Ascertain the source of funds and assets being derived from customers.

- Validate the company’s sound cash flow, e.g., check if the accounting records clearly demonstrate
where the cash flow is coming from.

- Pinpoint the physical assets of the business.

- Identify the customer’s virtual (digital) assets.

- Determine the approximate salary, annual revenue, and income.

- Check to see if clients’ taxes are up to date.

- Know the payment methods and where the payments are coming from.

- Analyze the pattern of activity in terms of transaction types, the volume of money, and frequency
in other business relationships they have.

3. KNOW THE BUSINESS RELATIONSHIP

- Determine the eventual business relationship purpose.

- Analyze the market for the customer’s products or services.

- Explore and prognosticate the market'’s future (whether it is growing, shrinking, or stagnating).
- Identify the extent of competition in the market.

The information generated in an EDD process can be trusted and reliable as long as multiple
sources have corroborated it. Therefore, to ensure that the data is accurate, original and up-to-
date, the following steps can be taken:

a) Initially, review and cross-check all information obtained from the customer;

b) Query for additional identifying information from the customer or trusted sources and enhance
your knowledge about the customer;

c) Verify and corroborate the information through verifiable research of negative media;

d) Commission an intelligence investigation on the customer or the customer’s UBO; and,

e) Maintain a record of customer information and update it as the business relationship is
maintained and continues.

“The term ‘virtual asset’ refers to any digital representation of value that can
be digitally traded, transferred or used for payment. Virtual assets have many
potential benefits. They could make payments easier, faster, and cheaper; and
provide alternative methods for those without access to regular financial
products. With support from the G20, the FATF has issued global, binding
standards to prevent the misuse of virtual assets for money laundering and
terrorist financing.”

FATF



VI. FINAL REMARKS

To mitigate the ever-increasing threat to the global financial
system and keep all businesses operating in a sound environment,
entities must comply with an increasing number of regulations,
including anti-money laundering regulations, anti-terrorist
financing regulations, and sanctions. Compliance with these
rules is mandatory, and non-compliance can result in various
consequences for an individual or an entity, such as monetary
fines, business restrictions, or exclusion from access to public
funding, imposed by local or international authorities.21 The due
diligence process is a set of procedures aimed at maintaining
promising business relationships while reducing the potential
risks of negative client impact on a proposed transaction.The
EDD is the procedure of collecting additional information about
the customer to deepen the understanding of the customer and
the nature of its business and to mitigate the risk associated with
a business relationship. Despite the significant administrative and
financial burden that an EDD may cause to business and financial
entities, this mechanism has proven to be a very successful
method to prevent and tackle the potential threats against the
entity/business itself, and the global financial system.

21 Article 5 and 8 of the EU 6th AMLD lists sanctions against criminal natural or legal persons.
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